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Safety Appendix
1. Introduction 

1.1 [bookmark: _GoBack]The Safety Appendix is an attachment to the Agreement on minor purchases.
1.2 The safety requirements in the Safety Appendix are based on recognized standards such as ISO 27001 and SANS CIS.
1.3 The Safety Appendix should be seen in conjunction with any Data Processing Agreement, so that the data protection obligations arising from the Data Protection Regulation and appearing from the Data Processing Agreement also apply in addition to the safety requirements in the Safety Appendix.

2. Security Requirements
2.1 Some security requirements are supplemented by a quality attribute.
2.2 The quality attribute specifies the basic safety requirement further based on the Customer's own risk assessment of the Service that the Supplier performs on behalf of the Customer.
The Supplier must comply with the safety requirement and the safety requirement's quality attribute

	Control-ID
	Security Requirement
	Quality Attribute

	Audit and Review

	CTRL-245
	The Supplier must ensure that audit requirements and activities related to the fulfillment of the Contract, including verification of operational systems, are carefully planned and agreed upon to minimize disruption to the Customer’s business processes.
	 

	Authorization and Access Control

	CTRL-034
	The Supplier must use processes and tools to control (track, prevent and correct) the use, assignment and configuration of administrator privileges on computers, networks and applications used for the fulfillment of the Contract.
	An audit of the use of administrator accounts must be carried out at least semi-annually, and continuous monitoring for abnormal behaviour must be performed.

	CTRL-035
	The Supplier must, in relation to the fulfillment of the Contract, minimize the use of administrator accounts and only use such accounts when necessary.
The Supplier must also implement specific auditing of the use of administrator accounts and monitor for abnormal behaviour associated with administrator accounts.
	All abnormal behaviour must be reported at regular intervals.

	CTRL-037
	The Supplier must ensure that all default passwords for software, applications, operating systems, routers, firewalls, wireless network access points, and other comparable systems used to fulfill the Contract are changed prior to commissioning to ensure that password quality corresponds to administrator account level.
Passwords for such systems must be at least 15 characters in length.
	Two independent individuals must verify that the passwords have been changed and that the password quality meets the required standard.

	CTRL-040
	The Supplier must, in relation to the fulfillment of the Contract, implement multi-factor authentication for all administrator accounts within the infrastructure, including domain administrator accounts.
	A documented procedure must be in place ensuring that all administrator accounts are required to use multi-factor authentication.

	CTRL-041
	In cases where multi-factor authentication is not supported, cf. CTRL-040, the Supplier must ensure that user accounts use long passwords in relation to the fulfillment of the Contract.
	Passwords must be at least 15 characters in length.

	CTRL-128
	The Supplier must ensure that passwords for system accounts used as part of the services provided to the Customer are changed immediately when an employee with knowledge of the service account is terminated or resigns.
	Passwords for service accounts must be at least 15 characters in length.

	CTRL-132
	The Supplier must implement and configure user account lockout for users processing data on behalf of the Customer, ensuring that an account is locked for a defined period of time after a specified number of failed login attempts.
	 

	CTRL-201
	The Supplier must establish, document and maintain access control policies in relation to the fulfillment of the contract in accordance with the risk assessment applicable at any time, cf. CTRL-174.
	 

	CTRL-202
	The Supplier must ensure that only authorized Users, including consultants, subcontractors and the Supplier's own employees, have access to the data covered by the Contract.
	The Supplier must at all times be able to document who has access to the solutions used to support the Service in the Contract.

	CTRL-203
	The Supplier must implement a formal procedure for registering and unsubscribing Users for the purpose of assigning access rights in connection with the fulfillment of the Contract.
	The Supplier must at all times be able to document the procedure and that it is being complied with.

	CTRL-204
	The Supplier must implement a formal procedure for assigning, changing, and revoking access rights for all user types to all systems and services used for the fulfillment of the Contract.
	The Supplier must at all times be able to document the procedure and that it is being complied with.

	CTRL-205
	The Supplier must limit and control the allocation and use of privileged access rights in relation to the fulfillment of the Contract. Rights should be granted based on "Least Privilege".
	Management of privileged access rights must be covered by the procedures pursuant to CTRL-204.

	CTRL-207
	The Supplier must ensure that Users and User rights, which are relevant in connection with the Contract, are reviewed by the Supplier at regular intervals. This applies to all Users, including their own, consultants, and subcontractors.
	Access rights and authorizations are reviewed at least once a year, and the review is documented.

	CTRL-208
	The Supplier must have a procedure to revoke all employees' and external users' access rights and authorizations to information and information processing facilities in relation to the fulfillment of the Contract, when their employment, contract or agreement ends or needs to be adjusted following a change
	The Supplier must at all times be able to document the procedure and that it is being complied with.

	CTRL-238
	Access to systems used for the fulfillment of the Contract must be controlled by a secure logon procedure in accordance with the access control policy.
	The systems must comply with the password policy defined in CTRL-041.
Internet-facing systems must also be protected by multi-factor authentication, such as two-factor authentication implemented through an authenticator app.

	Backup and restore

	CTRL-077
	The Supplier must, in relation to the fulfillment of the Contract, ensure that backups of processed data are fully protected through either physical security or encryption, both during storage and when transferred across networks.
	 

	CTRL-003
	The Supplier must perform off-site backups, meaning that backups must be stored in a data center physically separate from the Customer’s production environment.
	Off-site backups must be stored at a minimum of one separate location.

	CTRL-074
	The Supplier must use processes and tools to properly back up the information processed on behalf of the Customer in relation to the Contract. 

The Supplier must also ensure that a procedure for the deletion of backups is in place.
	Backups must be deleted after 60 days.

	CTRL-075
	The Supplier must, in relation to the fulfillment of the Contract, ensure that:
a) backups are performed automatically at least once a week, and more frequently for sensitive information;
b) multiple backup versions are retained over time, enabling restoration from a version believed to predate any malware infection.

To ensure the ability to quickly restore a system from a backup file, the operating system, software, and data on a machine must all be included in the overall backup procedure. These three components do not need to be contained within the same backup file or use the same backup software.
	 

	CTRL-076
	The Supplier must, in relation to the fulfillment of the Contract, regularly test data on backup media by performing a data restoration to ensure that the backups function as intended.
	Testing of backup media must be carried out once a year.

	CTRL-237
	The Supplier must ensure that backup copies of data and system configurations relevant to the fulfillment of the Contract are created and tested regularly in accordance with the agreed backup policy.

“Backup of data” refers to the data processed by the Supplier on behalf of the Customer. This applies only to production data, not to test data.
“Backup of system configurations” refers to the systems used to fulfill the Contract.
	Restoration tests of backup copies of data and system configurations must be carried out in accordance with the Supplier’s policies.

	Portable Media

	CTRL-298
	The Supplier must, regardless of the type of data, ensure that portable media, such as USB drives, used in connection with the fulfillment of the Contract are encrypted.
Unencrypted portable media must not be used for performing tasks related to the Contract.
	Encryption must be implemented using BitLocker or an equivalent solution.

	Change Management

	CTRL-235
	The Supplier must separate Development, Test, and Production environments in relation to the fulfillment of the Contract to reduce the risk of unauthorized access to or modification of the Production environment.
	 

	Compliance 

	CTRL-285
	The Supplier must ensure that privacy and personal data related to the fulfillment of the Contract are protected in accordance with relevant legislation and any regulations. If a data processing agreement regarding personal data processing is attached to the main agreement, the specific instruction for personal data processing takes precedence over any conflicting requirements.

	 

	Operational Documentation

	CTRL-291
	All processes and procedures must be documented at a level of detail sufficient to allow tasks to be performed by personnel who may not possess specialist knowledge, ensuring that the tasks carried out by the Supplier on behalf of the Customer can always be executed.
	The Supplier is responsible for determining the necessary level of detail.

	Operating Systems

	CTRL-242
	The Supplier must implement procedures for managing software on systems used for the fulfillment of the Contract.
	The procedures must be documented and approved by management.

	Business Continuity 

	CTRL-300
	The Supplier must ensure appropriate measures are in place to maintain business continuity in relation to the fulfillment of the Contract, including identified manual procedures and temporary workarounds that can be activated in the event of outages, disruptions, or other incidents preventing normal operations.
	 

	CTRL-301
	The Supplier must test its contingency and continuity plan at least once a year and whenever significant changes occur in system architecture, infrastructure, or the risk landscape. Documentation of completed tests and any follow-up actions must be provided to the Customer upon request.
	 

	CTRL-302
	The Supplier and any subcontractors must, upon the Customer’s request, participate in relevant crisis and contingency exercises, including technical and organizational tests.
	 

	CTRL-303
	The Supplier’s contingency and continuity plans must be aligned with the Customer’s overall or system-specific contingency plans. The Supplier is responsible for ensuring that relevant contact points, procedures, and dependencies are identified and continuously updated.
	 

	CTRL-304
	The Supplier must comply with the following recovery objectives unless otherwise agreed in writing:

- Recovery Time Objective (RTO): [Insert maximum permitted downtime, e.g., 4 hours]
- Recovery Point Objective (RPO): [Insert maximum data loss, e.g., 15 minutes]

Any deviations from these objectives must be approved in writing by the Customer.
	 

	CTRL-305
	The Supplier must notify the Customer in writing of any significant changes to its business continuity measures, including changes to data center location, critical systems, responsible roles, or critical dependencies. Notification must be given at least [insert number of days, e.g., 30 days] in advance, unless circumstances require immediate change.
	 

	Segregation of Duties

	CTRL-179
	The Supplier must ensure that conflicting functions and areas of responsibility relevant to the data covered by the Contract are segregated to reduce the risk of a single employee being able to misuse the data.

	 

	Physical Security

	CTRL-217
	The Supplier must define and implement perimeter protection to safeguard physical areas containing sensitive or critical information and information processing facilities used for the fulfillment of the Contract.
	The implemented perimeter protection system must reflect the current risk assessment, cf. CTRL-173.

	CTRL-218
	The Supplier must protect secure areas related to the fulfillment of the Contract with appropriate access control to ensure that only authorized personnel can gain access.
	Access control must use at least one factor, for example, access with a valid access card only. Outside of opening hours, at least two factors must be used, such as access with a valid access card combined with a personal code.

	CTRL-219
	The Supplier must plan and implement physical security for offices, rooms, and facilities used for the fulfillment of the Contract.
The physical security measures must also protect against theft of assets, such as portable media, used in connection with the fulfillment of the Contract.
	 

	CTRL-221
	The Supplier must establish and implement procedures for working in secure physical areas related to the fulfillment of the Contract.
	 

	CTRL-222
	The Supplier must ensure that physical access points where unauthorized persons may enter the Supplier’s premises (e.g., loading and unloading areas) are controlled and, where possible, separated from information processing facilities used for the fulfillment of the Contract to prevent unauthorized access.
	 

	CTRL-223
	The Supplier must ensure that equipment used for the fulfillment of the Contract is positioned and protected to reduce the risk of environmental threats, hazards, and unauthorized access. The placement and protection of equipment must reflect the current risk assessment, cf. CTRL-174.
	 

	CTRL-225
	The Supplier must ensure that power and telecommunication cables carrying data or supporting information services used for the fulfillment of the Contract are protected against interception, interference, and damage.
	 

	CTRL-001
	The Supplier must install fire protection systems in server rooms where the Customer’s data is stored and processed.
	The physical protection must be inspected at least once a year.

	CTRL-002
	The Supplier must establish fire-resistant access routes to server rooms where the Customer’s data is stored and processed.
	Fire-resistant access routes must be inspected at least once a year.

	CTRL-220
	The Supplier must plan and implement physical protection of facilities used for the fulfillment of the Contract against natural disasters, malicious attacks, or accidents, including fire, flooding, earthquakes, explosions, civil unrest, and other forms of natural or man-made disasters.
	 

	CTRL-224
	The Supplier must ensure that equipment used for the fulfillment of the Contract is protected against power failures and other disruptions resulting from the failure of supporting utilities.
	The protective measures must be tested once a year.

	CTRL-226
	The Supplier must ensure that equipment used for the fulfillment of the Contract is properly maintained in accordance with the operational documentation.
	 

	Asset Management

	CTRL-130
	The Supplier must configure screen locking on computers to limit access to unattended workstations used for the fulfillment of the Contract.
	Screen lock must be activated after 5 minutes of inactivity.

	CTRL-227
	The Supplier’s equipment, information, and software used for the fulfillment of the Contract must not be removed from the Supplier’s premises without prior approval from the Supplier’s management.


	 

	Information Security Policies

	CTRL-176
	The Supplier must establish a set of information security policies in relation to the fulfillment of the Contract, which must be approved by the Supplier's management, published and communicated to the Supplier's employees and any subcontractors, and which must be included in the Supplier's ISMS, cf. CTRL-173, and support the current risk assessment, cf. CTRL-174.
	The Supplier must be able to document the current policies for the customer upon the customer's request.

	CTRL-177
	The Supplier's information security policies in relation to the fulfillment of the Contract must be reviewed at planned intervals based on a risk-based approach, as well as in the event of significant changes, including in the current risk assessment, to ensure the continued suitability, adequacy and outcome-related effectiveness of the policies.
	 

	Internal information security and data protection policies

	CTRL-098
	The Supplier must have information security and data protection policies for the processing of Customer data, which must be communicated to the Supplier’s employees
	The information security and data protection policies must be documented in writing and must, at a minimum, include a description of:

- which data may be transmitted unencrypted and which must be transmitted encrypted, e.g., personal data;
- which types of data must always be internally restricted to relevant employees only; and
- where different types of data may be stored.

	CTRL-228
	The Supplier must ensure that protection is established for Information Assets used for the fulfillment of the Contract outside the Supplier’s organization, taking into account the various risks associated with working outside the organization, including in accordance with the Supplier’s current risk assessment, cf. CTRL-174.
	 

	CTRL-230
	The Supplier must have a policy describing how the Supplier’s employees’ equipment used for the fulfillment of the Contract is appropriately protected when unattended.
	 

	CTRL-231
	The Supplier must establish a clear desk and clear screen policy for information processing facilities used for the fulfillment of the Contract, covering paper documents and removable storage media.
	The policy must be well documented and available to all employees.

	CTRL-187
	The Supplier must ensure that all employees and contractors maintain information security in accordance with the organization's established policies and procedures in relation to the fulfillment of the Contract, through ongoing controls, which are defined in the Supplier's ISMS, cf. CTRL-173.
	 

	CTRL-188
	The Supplier must ensure that the Supplier's employees and, where relevant, subcontractors are made aware of security through education and training and are regularly kept up to date with the organization's policies and procedures to the extent that it is relevant to their job function and the fulfillment of the Contract.
	Security policies and procedures updating courses for employees must be held at least once a year.

	CTRL-142
	The Supplier must ensure the education of employees so that all necessary competencies and qualifications are present to meet the Contract's requirements for information security.
	The Supplier must conduct a follow-up at least once a year to ensure that competencies and qualifications are in place, for example by having the employees carry out a test on general information security, data management, etc.

	CTRL-190
	The Supplier must ensure that information security responsibilities and obligations in relation to the fulfillment of the Contract, which apply after the termination or change of employment, are defined and communicated to employees or contractors and enforced.

	 

	ISMS and Risk Management

	CTRL-173
	With the aim of continuously ensuring information security in connection with the delivery of services, the Supplier must maintain an information security management system (ISMS) in accordance with the version of ISO27001 or equivalent (national or international) recognized standard based on a risk management process, cf. CTRL-174, and in accordance with the specific requirements for the Supplier's ISMS specified in CTRL-175. The Supplier must continuously adapt its ISMS, if the Supplier's update of its risk assessment, cf. CTRL-174, necessitates this.
	 

	CTRL-174
	The Supplier's risk management of information security in relation to the Supplier's fulfillment of the Contract must be based on a documented and regularly updated risk assessment. The risk assessment can be a summarized risk assessment or a combination of specific risk assessments of different areas or technical solutions.

In relation to the Supplier's risk assessment, it applies that:
• The risk assessment must include the Services and those parts of the Supplier's business that may have consequences for information security and data protection of data covered by the Contract.
• The Supplier must ensure that the risk assessment is updated and that there is a process for revisiting the risk assessment in connection with impending changes in the Supplier's own organizational conditions, impending changes in any subcontractor's conditions or impending changes in technical solutions that have consequences for information security and data protection with the services associated with the Contract.
• The Supplier must update its risk assessment upon the customer's order to include a specific threat in the risk assessment, including but not limited to as a result of changes in the customer's own current risk assessment and/or impact analysis regarding data protection (DPIA). Such a customer-ordered update of the Supplier's risk assessment must take place within a suitable deadline considering the nature of the threat. 
• The Supplier must without undue delay send the Supplier's current risk assessment for the customer's approval, so that the customer at all times has the Supplier's latest risk assessment.
	 

	CTRL-175
	The Supplier must ensure that the Supplier's ISMS supports the requirements in the security appendix are being met. This can be done by ensuring that the controls are established in the Supplier's ISMS annual cycle.

	 

	Communication


	CTRL-109
	The Supplier must, in relation to the fulfillment of the Contract, encrypt all communication containing sensitive and/or confidential information that is transmitted over unsecure networks (outside the Supplier’s network, e.g., via the Internet). Each time information is communicated over an unsecure network, it must be appropriately encrypted.
	Encryption of data in transit must use at least TLS 1.2.

	Cryptography

	CTRL-112
	The Supplier must ensure at all times that sensitive or confidential data, including personal data, is protected by appropriate encryption of data at rest.
	 

	Supply Chain Management

	CTRL-266
	The Supplier must ensure that information security and data protection requirements aimed at minimizing risks associated with subcontractors’ access to Information Assets used for the fulfillment of the Contract are agreed upon with subcontractors and that such agreements are documented.
The Supplier must also ensure that the requirements imposed on the subcontractor are appropriate in relation to the current risk assessment, cf. CTRL-174.
	The Supplier must conduct follow-up reviews of the subcontractor’s compliance with the requirements as needed, based on the Supplier’s risk assessment.

	CTRL-267
	The Supplier must define and agree on relevant security requirements with each subcontractor that may gain access to process (e.g., store, view, edit, or transfer) the data covered by the Contract with the Customer.
	The Supplier must ensure that the security requirements imposed on any subcontractors are, at a minimum, equivalent to the security requirements set out in this Contract.

	CTRL-269
	The Supplier must have procedures for auditing its Suppliers, which ensure that any subcontractors used for the fulfillment of the Contract are covered by the procedures. If a data processing agreement has been entered into between the parties, the obligation for supervision of sub-processors will appear from this.
	Review and auditing of subcontractor services must be carried out at least once a year.

	Logical Access Control

	CTRL-107
	The Supplier must, in relation to the fulfillment of the Contract, use processes and tools to track, control, prevent, and correct secure access to critical Information Assets based on which individuals, computers, servers, and applications have been formally approved and granted the right to access these critical Information Assets.
	The execution of these processes and monitoring must be carried out every six months.

	Logging

	CTRL-031
	The Supplier must, in relation to the fulfillment of the Contract, monitor event logs relevant to the processing of the Customer’s data, covering all activities associated with administrator accounts, to ensure that administrators do not misuse their access.
	 

	CTRL-047
	The Supplier must ensure that all systems storing logs in relation to the fulfillment of the Contract have sufficient capacity for logs to be generated regularly so that storage is not exhausted between log rotation intervals. The Supplier must also ensure that logs are regularly archived and digitally signed.
	Log files must be archived at least every 30 days.

	CTRL-050
	The Supplier must, in relation to the fulfillment of the Contract, implement SIEM (Security Information and Event Management) or log analysis tools to aggregate and consolidate logs from multiple machines, as well as to compare and analyze log data.

Using the SIEM tool, the Supplier must define profiles for normal events within specific systems, enabling system administrators and security personnel to focus on detecting abnormal events, avoiding false positives, identifying irregularities more quickly, and preventing disproportionate use of resources on system analysis due to insignificant alerts.
	 

	CTRL-239
	The Supplier must protect logging facilities and log data relevant to the fulfillment of the Contract against manipulation and unauthorized access.
	 

	CTRL-240
	The Supplier must ensure that activities performed by system administrators and system operators in relation to the fulfillment of the Contract are logged, and the Supplier must protect these logs so that the logged users do not have access to them.
	The Supplier must review relevant log files as needed, based on the Supplier’s risk assessment.

	CTRL-044
	The Supplier must collect, manage, and analyze event logs in relation to the fulfillment of the Contract for the purpose of detecting attacks, understanding their nature, and restoring the system after an attack.
	Analysis of event logs for “unauthorized” access must always be carried out following any changes to the platform.

	Mobile Equipment

	CTRL-183
	The Supplier must implement a policy and supporting security measures to manage the risks arising from the use of mobile equipment in connection with the fulfillment of the Contract.



	The Supplier's clients must at least comply with other relevant requirements set out in the requirements catalog.

	Network Security

	CTRL-005
	The Supplier must maintain an overview of hardware devices on the network used for the fulfillment of the Contract, ensuring that only authorized devices are granted access, while unauthorized or unmanaged devices are identified and prevented from gaining access. The Supplier must follow up on any deviations.
	 

	CTRL-006
	The Supplier must implement an identification tool for the automated inventory of hardware devices used for the fulfillment of the Contract and use this tool to create and maintain an overview of the hardware devices connected to the Supplier’s public and private networks.
	 

	CTRL-007
	If the Supplier, in relation to the fulfillment of the Contract, assigns addresses using Dynamic Host Configuration Protocol (DHCP) or an equivalent solution, the Supplier must enable DHCP server logging and use this information to improve the overview of hardware devices and to detect unknown hardware devices.
	 

	CTRL-008
	The Supplier must ensure that the inventory of hardware devices related to the fulfillment of the Contract is automatically updated when new approved hardware devices are connected to the network.
	 

	CTRL-009
	The Supplier must, in relation to the fulfillment of the Contract, maintain an inventory of hardware devices connected to the Supplier’s network as well as the network devices themselves. Upon the Customer’s request, the Supplier must, at a minimum, provide the network address, device name(s), purpose of each device, responsible owner, and the department associated with each device.
	 

	CTRL-010
	The Supplier must, in relation to the fulfillment of the Contract, implement network-level authentication using the 802.1X standard or an equivalent solution to restrict and control which hardware devices can connect to the network.
The network-level authentication must be integrated with the inventory of approved hardware devices, cf. CTRL-009, to ensure that it can be verified whether a device is authorized or unauthorized.
	 

	CTRL-011
	The Supplier must, in relation to the fulfillment of the Contract, use client certificates to validate and verify hardware devices on the Supplier’s network.
The Supplier must ensure that client certificates remain valid at all times.
	 

	CTRL-023
	The Supplier must, in relation to the fulfillment of the Contract, implement and test an automated configuration monitoring system that checks all remotely testable security configuration elements and issues an alert if unauthorized changes are made. This includes detecting new listening ports, new administrator profiles, changes to group and local policies (where applicable), and new services running on a system.

The Supplier must ensure that, where possible, tools used in relation to the fulfillment of the Contract comply with the Security Content Automation Protocol (SCAP) or an equivalent standard to streamline reporting and integration.
	 

	CTRL-049
	The Supplier must, in relation to the fulfillment of the Contract, configure network perimeter devices—including firewalls, network-based intrusion prevention systems (IPS), and inbound and outbound proxies—to effectively log all traffic (both allowed and blocked) received by such devices.
	 

	CTRL-061
	The Supplier must, in relation to the fulfillment of the Contract, implement automated tools to continuously monitor workstations, servers, and portable devices using antivirus, antispyware, personal firewall, and host-based intrusion prevention system (IPS) functionality. The Supplier must ensure that an established process exists for reviewing and responding to any detections.
	Patching of web browsers and email clients in use must follow the general requirements of the Supplier’s patch management process.

	CTRL-064
	The Supplier must, in relation to the fulfillment of the Contract, use anti-exploitation mechanisms such as Data Execution Prevention (DEP), Address Space Layout Randomization (ASLR), virtualization, containerization, or equivalent protective technologies.
	 

	CTRL-065
	The Supplier must, in relation to the fulfillment of the Contract, use network-based anti-malware tools to identify executable files in all network traffic and apply techniques beyond signature-based detection to identify and filter out malicious content before it reaches its destination.
	 

	CTRL-067
	The Supplier must, in relation to the fulfillment of the Contract, monitor and control the operational use of ports, protocols, and services on network devices to reduce vulnerabilities and exposure to attacks.
	 

	CTRL-068
	The Supplier must ensure that only ports, protocols, and services necessary for the fulfillment of the Contract are enabled and used.
	 

	CTRL-069
	The Supplier must implement host-based firewalls or equivalent port-filtering mechanisms on endpoint systems, configured with a default-deny rule set, allowing only explicitly approved services and ports.
	 

	CTRL-072
	The Supplier must ensure that critical services are operated on separate physical or logical hosts, such as DNS, file, mail, web, and database servers, in order to reduce the risk of compromise and ensure proper service isolation.
	 

	CTRL-073
	The Supplier must implement application firewalls in front of all critical servers to control and validate inbound network traffic. Unauthorized services or traffic must be blocked and generate an alert.
	 

	CTRL-079
	The Supplier must, in relation to the fulfillment of the Contract, establish, implement, and maintain configuration and change management processes to ensure secure baseline configurations for the Customer’s IT environments.
These processes must include monitoring, reporting, and corrective actions to prevent attackers from exploiting vulnerabilities, including insecure services or configuration settings.
	 

	CTRL-083
	The Supplier must ensure that access to network devices used for the fulfillment of the Contract is secured through two-factor authentication and encrypted communication sessions, in order to maintain the confidentiality and integrity of administrative access.
	 

	CTRL-087
	The Supplier must implement controls to monitor, restrict, and protect the transfer of information between networks of differing trust levels, with specific attention to detecting and preventing the transfer of malicious or otherwise security-compromising data
	 

	CTRL-089
	When using DMZ networks in relation to the fulfillment of the Contract, the Supplier must implement monitoring controls capable of capturing, at a minimum, packet header information—and preferably full packet headers—for all network traffic traversing the DMZ.
Captured traffic data must be transmitted to a securely configured Security Information and Event Management (SIEM) or equivalent log analysis system to enable centralized correlation and analysis of security events across all network devices.
	 

	CTRL-090
	The Supplier must, in relation to the fulfillment of the Contract, use network-based IDS sensors on Internet- and extranet-based DMZ systems and networks to detect unusual attack mechanisms and identify compromises of these systems. The IDS sensors should employ a combination of detection methods—such as signature-based analysis, network behavior analytics, or other traffic inspection techniques—to ensure comprehensive monitoring and timely detection of malicious activity.
	 

	CTRL-091
	The Supplier must implement network-based Intrusion Prevention Systems (IPS) to complement Intrusion Detection Systems (IDS) by actively blocking known malicious signatures and behaviors indicative of potential attacks. As part of the evaluation and selection process for IPS solutions, the Supplier should consider products that incorporate advanced detection and prevention methods beyond signature-based techniques, such as virtual machine emulation or sandboxing, to enhance detection accuracy and reduce false negatives.
	 

	CTRL-092
	The Supplier must, in relation to the fulfillment of the Contract, design and implement network perimeter controls ensuring that all outbound Internet traffic passes through an approved proxy server providing application-layer filtering. The proxy server must be capable of decrypting network traffic where appropriate, maintaining detailed logs of individual TCP sessions, and enforcing access control by blocking specific URLs, domains, and IP addresses. Blacklisting and whitelisting mechanisms must be applied to ensure that only approved websites are accessible.
The Supplier must ensure that all outbound Internet traffic is routed exclusively through a securely configured and approved proxy server at the Supplier’s network perimeter.
	 

	CTRL-097
	To identify hidden data exfiltration channels, the Supplier must configure the session tracking functionality of firewalls used for the fulfillment of the Contract to identify TCP sessions with abnormal duration relative to the expected task and device behavior.
Alerts must be automatically generated to notify relevant personnel of the source and destination addresses associated with such anomalous sessions, enabling timely investigation and response.
	 

	CTRL-103
	The Supplier must implement network-based Data Loss Prevention (DLP) solutions to continuously monitor and control data flows within the Supplier’s network environment.
Significant deviations from established traffic baselines must be logged, analyzed, and managed through appropriate corrective and preventive actions to mitigate potential data exfiltration or policy violations.
	 

	CTRL-106
	The Supplier must, in relation to the fulfillment of the Contract, implement host-based Data Loss Prevention (DLP) controls to enforce access control lists (ACL) on endpoint systems, ensuring that data access and transfer— including the copying of data from servers—are restricted in accordance with defined access rights and security policies.
	 

	CTRL-108
	The Supplier must implement network segmentation for systems used in the fulfillment of the Contract based on the classification level of the information stored or processed.

Sensitive information must be located on dedicated VLANs protected by firewall filtering to ensure logical separation and to restrict access strictly to authorized personnel with a legitimate business need, consistent with the principles of least privilege and information classification.
	 

	CTRL-110
	The Supplier must, in relation to the fulfillment of the Contract, ensure that all network switches used in the fulfillment of the Contract support and enforce VLAN-based segmentation of workstation networks. This segmentation must prevent direct communication between devices on the same subnet, thereby reducing lateral movement and minimizing the risk of compromise of adjacent systems by an attacker.
	 

	CTRL-117
	The Supplier must, in relation to the fulfillment of the Contract, configure network vulnerability scanning tools to identify wireless access points connected to the wired network infrastructure.
Detected devices must be validated against an up-to-date inventory of authorized wireless access points, and any unauthorized devices must be promptly disabled to maintain the integrity and security of the network environment.
	 

	CTRL-118
	The Supplier must, in relation to the fulfillment of the Contract, implement Wireless Intrusion Detection Systems (WIDS) to identify rogue or malicious wireless devices and to detect both attempted and successful wireless attacks.
The Supplier must ensure continuous monitoring of all wireless network traffic through WIDS, particularly as traffic transitions into the wired network, to maintain network integrity and enable early detection of security incidents.
	 

	CTRL-119
	The Supplier must, in relation to the fulfillment of the Contract, ensure that wireless network access is granted to client devices only where a defined and justified business requirement exists.
Devices without an approved business need for wireless connectivity must have their wireless interfaces disabled at the hardware level (e.g., within the BIOS, UEFI, or equivalent configuration) to reduce unauthorized access risks and maintain network security.
	 

	CTRL-120
	The Supplier must ensure that all wireless communications used in the fulfillment of the Contract are protected with encryption based on the Advanced Encryption Standard (AES), implemented at a minimum with Wi-Fi Protected Access 2 (WPA2) or an equivalent or stronger protection mechanism, to maintain the confidentiality and integrity of transmitted data.
	 

	CTRL-121
	The Supplier must, in relation to the fulfillment of the Contract, ensure that wireless networks use authentication protocols that provide credential protection and mutual authentication.
	 

	CTRL-122
	The Supplier must, in relation to the fulfillment of the Contract, disable the ability to use wireless peer-to-peer data networks for wireless devices.
	 

	CTRL-246
	The Supplier must manage and control network operations to ensure the protection of data processed under the Contract. Network management controls must be designed and maintained in alignment with the Supplier’s current risk assessment, cf. CTRL-174.
	 

	CTRL-247
	The Supplier must ensure that minimum security requirements are established for the network components (e.g., firewalls and routers) used for the fulfillment of the Contract, regardless of whether these systems are owned by the Supplier or whether the Supplier uses network services provided by a subcontractor.
	 

	CTRL-248
	The Supplier must implement network segmentation to separate groups of information services, users, and information systems used in the fulfillment of the Contract. Segmentation must be designed and maintained in accordance with the Supplier’s current risk assessment, cf. CTRL-174.
	 

	CTRL-104
	The Supplier must, in relation to the fulfillment of the Contract, monitor all outbound data traffic and log any unauthorized use of encryption. The Supplier must also ensure the capability to detect hostile connections, terminate such connections, and restore the compromised system.
	 

	CTRL-045
	The Supplier must ensure that at least two reliable and synchronized time sources are used for all servers and network devices involved in the fulfillment of the Contract.
Time synchronization with an approved reference source must be performed regularly to maintain consistency and integrity of timestamps across all log files and monitoring systems.

	 

	Patch management

	CTRL-030
	The Supplier must establish and maintain documented processes for the timely patching and updating of software used in the fulfillment of the Contract.

This includes operating systems on client devices and all applications supporting the contracted services.
	 

	CTRL-084
	The Supplier must ensure that all network devices used in the fulfillment of the Contract are kept up to date with the latest stable security patches and firmware releases.
	 

	Client Security

	CTRL-100
	The Supplier must ensure that all client devices used for processing the Customer’s data employ approved encryption software that meets organizational and contractual security requirements.
	Encryption strength must be a minimum of 256-bit.

	CTRL-244
	The Supplier must define and enforce policies governing software installation on all workstations used in the fulfillment of the Contract.
These policies must require that only approved and validated software is installed, preventing the use of unauthorized or unverified applications that could compromise system integrity or the security of Customer data.
	 

	CTRL-194
	The Supplier must ensure that all of the Supplier's employees return all Information Assets that have been used for the fulfillment of the Contract and which are in their possession when their employment or agreement ends.
	 

	Security Breach

	CTRL-157
	The Supplier must ensure, in relation to the fulfillment of the Contract, that there are written procedures for handling and reporting security breaches. The procedures must cover the handling of security breaches both with and without personal data involved, as well as the NIS2 requirements for early notification within 24 and 72 hours, respectively.
	 

	CTRL-160
	The Supplier must ensure, in relation to the fulfillment of the Contract, that the internal procedures for reporting security breaches pursuant to CTRL-157 take into account external deadlines, including the Danish Data Protection Agency’s requirement to report breaches of personal data security within 72 hours, and the NIS2 requirements for early notification within 24 and 72 hours, respectively.

In the event of a breach of personal data security involving the customer's data, the Supplier must use the form attached to the data processing agreement to the Contract.
	In the event of a breach of personal data security involving the customer's data, the Supplier must provide all necessary details to assess the extent of the breach within 24 hours of the breach being identified, unless otherwise stated in the data processing agreement.

	CTRL-271
	The Supplier must establish management responsibility and procedures to ensure quick, effective and planned handling of security breaches related to the fulfillment of the Contract. If a data processing agreement has been entered into between the parties, there will be an obligation to report the information that appears from the template in the data processing agreement to the customer.
	The procedures must be documented

	CTRL-272
	The Supplier must ensure that security breaches related to the fulfillment of the Contract are reported internally via appropriate management channels within a timeframe so that the customer can be informed in due time, cf. CTRL-160.
	 

	CTRL-275
	The Supplier must ensure that security in relation to the fulfillment of the Contract is always handled in accordance with the documented procedures and the current agreement with the customer.
	 

	Security Requirements

	CTRL-253
	The Supplier must establish and maintain a documented procedure for establishing security requirements for its own suppliers, helping to ensure a minimum level of protection throughout the supply chain.
	 

	Vulnerability Management 

	CTRL-236
	The Supplier must, in relation to the fulfillment of the Contract, implement and maintain malware protection controls designed to detect, prevent, and recover from malicious code incidents, supported by appropriate user awareness and training activities. 
The procedures and tools used must reflect the current risk assessment, cf. CTRL-174.
	Procedures and tools must be updated and reassessed each time the risk assessment is updated.

	CTRL-243
	The Supplier must establish and maintain a documented process for the continuous identification and assessment of technical vulnerabilities affecting systems used in the fulfillment of the Contract, as part of the Supplier’s overall risk management process, cf. CTRL-174.
This process must include the evaluation of identified vulnerabilities and the determination of whether updates, patches, or new software versions are required. Vulnerability management activities must be prioritized and implemented based on risk to ensure timely mitigation of relevant threats.
	 

	CTRL-025
	The Supplier must, in relation to the fulfillment of the Contract, establish a process for continuously assessing and acting on new information to identify vulnerabilities, remediate them, and thereby minimize the risk of information security breaches or breaches of personal data security.
	 

	Test Data

	CTRL-299
	If the Supplier is to operate a development and/or test environment for the customer (e.g., for a specific system), the Supplier must have a process to ensure that data to be stored in development and test environments (test data) are anonymized before they are stored therein. In very special cases, where it is not possible to test on anonymized data (test data), this may only be done after a specific agreement with the customer.
	If there is a specific agreement on the use of production data in testing for a specific task, the data must be deleted immediately after the task is completed. If a backup has been taken of an environment with production data, these must also be deleted.

	Time Synchronization

	CTRL-241
	The Supplier must ensure that all relevant information processing systems used in the fulfillment of the Contract maintain synchronized time settings aligned with a single, authoritative reference time source.
	 

	Web Browsers and Emails

	CTRL-051
	In relation to the fulfillment of the Contract, the Supplier must minimize the attack surface and the possibilities for attackers to manipulate employees' behavior through interaction with web browsers and email systems.
	 

	CTRL-052
	The Supplier must ensure that only fully supported web browsers and email clients are used in relation to the fulfillment of the Contract, and that only the latest version provided by the vendor is used in order to benefit from the latest security features and fixes.
	Patching of the web browsers and email clients used must follow the general requirements of the Supplier’s patch management process.

	CTRL-059
	The Supplier must, in relation to the fulfillment of the Contract, scan and block email attachments received through the Supplier’s email gateway if they contain malicious code or unnecessary file types.
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