Annex no. 4 for contract for Assistance in respect to socioeconomic analysis and assessment on construction products and lubricants needed for the UPFAS restriction proposal
Journal no. 2024 - 8246: Agreement of confidentiality for access to information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register

The contact person at the Danish EPA: Peter Juhl Nielsen 

· Name, title and contact details must be provided for each person designated to access information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register. If a person is removed from the list of appointees (due to a change of position, etc.), this must be notified to the Danish EPA immediately.
· The access to information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register is granted for persons designated in the period starting from ………..and expires……
· The designated persons may only seek and use information necessary from REACH-IT/IUCLID, CIRCABC and the Danish Product Register according to their duties under this contract.
· Information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register must be treated confidentially, including:
· The information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register must not be copied. If it is necessary to store the information on another electronic storage device than that provided by the Danish EPA, e.g. for back-up reasons, this must be approved by the Danish EPA in advance. The electronic storage device must be protected at the same level of protection as that provided by the Danish EPA.
· [bookmark: _GoBack]Printouts of information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register must be stored in locked cabinets and not left unprotected or unattended.
· Printouts of information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register must be removed immediately if they are printed on a shared printer or copy machine.
· Electronic storage of information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register - including on mobile storage devices - must not be left unprotected or unattended - and their contents must be protected (ie. they must be encrypted) and must be sent protected (ie. they must be sent encrypted).
· The information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register must not be disclosed to any third parties (non- designated persons and other unauthorised persons).
· The information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register must not be discussed in public places or in (mobile) phone calls. In case of teleworking, the requirements in this agreement must also be followed and it is very important to pay special attention to the fact that no unauthorized person has access to information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register.
· The information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register printed on paper or placed on an electronic medium must be shredded / deleted in a secure manner or returned to the Danish EPA as soon as the contract is fulfilled and a declaration that this has taken place, must go to the Danish EPA.
· In case of hard disk failure on a hard disk on which information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register is stored, the hard disk must be wiped, ‘degaussed’, or physically destroyed before disposing of it.
· The designated persons are subject to a duty of confidentiality with regard to the information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register.
The purpose of the above requirements is that the Danish EPA must at all times be able to trace the source of an unauthorized publication of information from REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register.
Signature: 
As a designated person, I hereby confirm that I will comply with the above requirements for the protection of the confidential information of REACH-IT/IUCLID, CIRCABC, Filkassen and the Danish Product Register to which I have access.
Date__________________
Signature___________________________________ 
Name______________________________________


